
How to audit PSD2? 
Hans Koster



2000-year old roads predict modern-day prosperity 

The Romans built roads to all parts of the 

Roman Empire.

This resulted in larger farms and more trade 

between agricultural areas and cities.

Roads such as the Via Appia had a major 

influence on the layout of the landscape around 

them.

Two-thousand-year-old investments in Roman 

roads thus determine the current distribution of 

wealth in Europe.



Article 5

The continued development of an integrated internal market for safe 

electronic payments is crucial in order to support the growth of the Union 

economy and to ensure that consumers, merchants and companies enjoy 

choice and transparency of payment services to benefit fully from the internal 

market. 

PSD2 – Why is it relevant?

• Lisbon

• SEPA

• PSD

• PSD2



Source: NOREA-webinar ‘Developments 
in payment transactions’ (8 October 
2020)

What developments do you, as an 

auditor, see regarding payments?



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366&from=NL

Article 32 Payment initiation services are based on direct or indirect access for the payment initiation service provider to 

the payer’s account. An account servicing payment service provider which provides a mechanism for indirect access 

should also allow direct access for the payment initiation service providers.

Article 93 The payment initiation service providers and the account information service providers on the one hand and the 

account servicing payment service provider on the other, should observe the necessary data protection and security 

requirements established by, or referred to in, this Directive or included in the regulatory technical standards. 

Article 107 In order to ensure consistent application of this Directive, the Commission should be able to rely on the 

expertise and support of EBA, which should have the task of elaborating guidelines and preparing draft regulatory 

technical standards on security aspects of payment services in particular with regard to strong customer authentication. 

Article 95 “Management of operational and security risks” 

Article 98 “Regulatory technical standards on authentication and communication”. 

Payment Services Directive 2 (PSD2)

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366&from=NL


Third Party Payment Initiation Service Providers (PISP’s)

Third Party Account Information Service Providers (AISP’s)

API’s

Account Servicing Payment Services Providers ( ASPSP)

Consent 
Authentication 
Approval

PSD2 Parties



(4.30) Strong user 
authentication

two or more elements 
categorised as knowledge 
(something only the user 
knows), possession (something 
only the user possesses) and 
inherence (something the user 
is) 

that are independent, in that 
the breach of one does not 
compromise the reliability of 
the others

(97) Member States shall.. 

ensure that a payment service 
provider applies strong 
customer authentication 
where the payer: 

(a) accesses its payment 
account online; 

(b) initiates an electronic 
payment transaction; 

..and..

‘also when the information is 
requested through an 
account information service 
provider’ 

‘dynamically link the 
transaction to a specific 
amount and a specific 
payee’ 

Authentication



Can you fulfil the required PSD2 audit responsibilities?

• Regulatory technical standards (RTS) on strong customer 

authentication (SCA) and common and secure communication 

(CSC)

• Final report on EBA Guidelines on the security measures for 

operational and security risks under PSD2

• Final Guidelines on ICT and security risk management (2020)

• Exemption from the contingency mechanism

• Guidelines on major incidents reporting under PSD2

• EBA guidelines on fraud reporting under PSD2

• Opinion on the use of eIDAS certificates under the Regulatory 

Technical Standards (RTS) on Strong Customer Authentication 

and Common and Secure Communication (SCA&CSC).

https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-

money/guidelines-on-authorisation-and-registration-under-psd2



And now we that know this…
how can we audit PSD2?



NOREA/NVB/Betaalvereniging Consulation paper 

• During several meetings in April – June 2019 representatives of NOREA, 

Betaalvereniging, Nederlandse Vereniging van Banken (NVB) and several 

Dutch Banks discussed the required audit approach for PSD2. 

• In this consultation paper you find our conclusions and recommendations. 

• The goal of this consultation paper is to gather feedback which will be used 

for further improvement of a proposed audit approach for PSD2.
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3.3.6. Audit 

25. A financial institution’s governance, systems and processes for its 

ICT and security risks should be audited on a periodic basis by 

auditors with sufficient knowledge, skills and expertise in ICT and 

security risks and in payments (for PSPs) to provide independent 

assurance of their effectiveness to the management body. The 

auditors should be independent within or from the financial institution. 

The frequency and focus of such audits should be commensurate with 

the relevant ICT and security risks. 

26. A financial institution’s management body should approve the audit 

plan, including any ICT audits and any material modifications thereto. 

The audit plan and its execution, including the audit frequency, should 

reflect and be proportionate to the inherent ICT and security risks in 

the financial institution and should be updated regularly. 

27. A formal follow-up process including provisions for the timely 

verification and remediation of critical ICT audit findings should be 

established. 

EBA Guidelines on ICT and security risk management 



RTS SCA – “Regulatory technical standards for strong customer authentication and 
common and secure open standards of communication”
Article 3 Review of the security measures

1.   The implementation of the security measures shall be documented, 

periodically tested, evaluated and audited in accordance with the applicable 

legal framework of the payment service provider by auditors with expertise in 

IT security and payments and operationally independent within or from the 

payment service provider.

2.   The period between the audits referred to in paragraph 1 shall be 

determined taking into account the relevant accounting and statutory audit 

framework applicable to the payment service provider. (note; except article 18 

‘exemption’ is applicable) 

3.   This audit shall present an evaluation and report on the compliance of the 

payment service provider's security measures with the requirements set out 

in this Regulation. The entire report shall be made available to competent 

authorities upon their request.

Hoc est 
momenti 



Recommendations

• Recommendation 1: The auditor should frequently (at least yearly) make a 

risk assessment of the PSD2 environment.

• Recommendation 2: The auditor will use the standard control matrix PSD2 

(see Annex) for risk assessment and planning purposes. Underlying idea of 

using the control matrix PSD2 is that the potential large amount of required 

PSD2 audit activities is executed in the most efficient and effective way. 

• Recommendation 3: The auditor yearly will make an overview of the audit 

activities performed and audit results based on the Control matrix PSD2 

structure. 

• See separate attachment Control matrix PSD2_meeting 17 June. 



Control matrix PSD2 – example of lines

Art. 4 (1) -
authentication 
code

Multi-factor 
authentication

Authentication is based on two or more elements which are categorised as 
knowledge, possession and inherence and shall result in the generation of an 
authentication code.

An exposed element can lead to a higher risk of 
unauthorized transactions and fraude. 

Art. 4 (2) -
authentication 
code

Security measures Disclosure of the authentication code will not cause any derivation of 1 of the 
authentication elements (knowledge, possession and inherence).

If elements of strong customer authentication  
are used by unauthorised parties, there is a risk 
of decreased or breached security. This can lead 
to unauthorized payments or fraud.

Art. 4 (2) -
authentication 
code

Security measures It is not possible to generate a new authentication code based on the 
knowledge of any other authentication code previously generated.

If elements of strong customer authentication  
are used by unauthorised parties, there is a risk 
of decreased or breached security. This can lead 
to unauthorized payments or fraud.

Art. 4 (2) -
authentication 
code

Security measures The authentication code cannot be forged. If elements of strong customer authentication  
are used by unauthorised parties, there is a risk 
of decreased or breached security. This can lead 
to unauthorized payments or fraud.



Control matrix PSD2

• Control matrix fields to be filled in by the auditor during the PSD2 audit are:

• As part of the planning phase:

• Application landscape

• Residual risk

• Coverage Type, 6 defined types: ‘Low risk, no audit’, 2LoD, 

Continuous Business Monitoring, Re-use of other audit results, 

Sample based, 3 yearly

• As part of the audit execution and reporting phase:

• Comply or Explain

• Audit activities performed

• Audit result



PSD2 Landscape

API Gateway

API platform

API security

Consent database

PSD2 shared services

Payment Initiation 
Services (PIS)

Account Information 
Services (AIS)

Confirmation Availability 
of Funds (CAF) 

Local Delivery

Back-end systems

Local login

PSD2 services



Which audits in which phase?

• Project Management audit on PSD2 Projects

• Pre- and post implementation audits 

• Audits on PSD2 central and local solutions

• Regulatory technical standards for strong customer authentication and 
common and secure open standards of communication

• Other standards



Future of PSD2?



PSD2 in the media
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Multiple audit reports related to IT 

transformation (2020 H2 / 2021 Q1)

Connecting the dots
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Connecting the dots…

New opportunities (or threats?) New requirements

Multiple audit reports related to IT 

transformation (2020 H2 / 2021 Q1)

Must do

Structured approach

Better risk monitoring

Co-operation business, functions, audit

Not a quick fix

Sufficient Steering

Stay up-to-date



Questions? 
Thank you!

Do you want to drive 
PSD2?

hans.koster@nl.abnamro.com
https://www.norea.nl/handreikingen 

mailto:hans.koster@nl.abnamro.com

