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• DevOps in Control

• Ransomware in Control 
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Network and Information Security Directive 
2

(NIS2)

16/01/2023

Overview of EU Legislations 
in the Digital Sector

= Applicable law

= In negotiation

= Planned initiative

Source: https://cdn.ceps.eu/wp-content/uploads/2025/07/CEPS-Zenner-Dataset-July-2025-1.pdf
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The gap between attackers and defenders is widening

Attackers are accelerating Defenders are falling behind

+11%
Exploitation of vulnerabilities
Up from last year, now the leading initial-access 
vector

48%
of breaches involve ransomware
Up from prior year; impact is operational, not 
just data

+60% Breaches via third parties
Supply chain is now a primary attack path

26%
of critical vulnerabilities fully 
remediated in 2025
A drop from last year

43 days Median time to resolve
Up from 32 days last year

+50%
More critical vulnerabilities to patch 
in 2025
Backlog grows faster than capacity

NIS2 closes this gap with mandatory baseline controls and accountability.

Source: Verizon DBIR 2026
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Small and public-sector organizations under pressure 

5% → 35%
Small organizations
report insufficient cyber resilience
Up from 5% in 2022 to 35% in 2025 — a 
seven-fold jump.

38%
Public-sector organizations
say their resilience is insufficient
Up from 36%; the gap is widening, not 
closing.

71%
Cyber leaders agree
small organizations have hit a tipping 
point
Where they can no longer secure 
themselves against the growing complexity.

NIS2 closes this gap by raising the floor across critical and important entities.

Source: WEF Global Cybersecurity Outlook 2025
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The more critical IT becomes, the bigger the target

Supporting

Internal tools, reporting

Useful, but the business runs without it.
Downtime is inconvenient but limited operational impact.

Threat & impact

30%

Mission critical

Core banking, ERP, claims

The business cannot operate without it.
An outage halts operations and revenue immediately.

Threat & impact

60%

Society critical

Energy, payments, telecom, 
healthcare

Society cannot function without it.
Disruption hits citizens, safety, and the economy.

Threat & impact

95%



Purpose of the law*

The law strengthens the cybersecurity of critical functions through rules on:

01

Manage risks

For network and 
information systems

02

Prevent incidents

Proactive security measures

03

Limit impact

Minimise consequences 
when incidents occur

04

Share information

On incidents, threats and 
vulnerabilities

* Cyberbeveiligingswet



Or simply..
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COMMON PERSPECTIVE

Focus on cybersecurity

"Preserving confidentiality, integrity, and availability of information."

'NEW' PERSPECTIVE

Focus on resilience

"Anticipating, withstanding, recovering from, and adapting to adverse 
conditions, stresses, attacks, or compromises."

FOCUS NEEDS TO BE ON BOTH

Identify Protect Detect Response Recover

Making our focus bigger..



NIS2 cascade

w

The Netherlands

NIS2 directive & CIR 
2690/2024

European Union

The Netherlands

Cyberbeveiligingsbesluit

Legislation and regulations

Cyberbeveiligingswet

Scope

Ministeriële regeling (6) Specific industry

2022/2024

Q2 2026

Q2 2026

Q2 2026

Timeline
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Compared to DORA

Same subjects, different depth and scope

NIS2

S C O P E

18 sectors, including financial institutions
D E P T H

Mostly the What
G U I D A N C E

Additional frameworks needed for the How

DORA

S C O P E

Financial institutions only
D E P T H

Both the What and the How
S T A T U S

Lex specialis for financial institutions

F I N A N C I A L  I N S T I T U T I O N S  I N  S C O P E  O F  N I S 2

Kredietinstellingen   ·   Exploitanten voor handelsplatformen   ·   Centrale tegenpartijen



30, 128, 237

232, 242, 253

30, 232, 237

2, 12, 23

8, 38, 70

255, 219, 78

255, 112, 0

Primary colors
Secondary 

colors

42, 192, 161

109, 95, 257

255, 0, 137

Tertiary colors

255, 109, 140

13, 235, 165

What NIS2 adds on top of DORA*

Governance & accountability

Board training
Mandatory training for board members within 2 years, with 
certificates as proof.

Personal liability
More concretely defined, with a clearer definition of 
“management body” and personal fines.

National measures
National authority to restrict or ban technology from specific 
suppliers.

Enforcement sanctions
Appoint monitoring officer, public disclosure of breach, 
suspension of board members, administrative fine etc.

* Non exhaustive overview
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Cbw (NIS2) Control Framework is endorsed by



Statement from the NCSC and the Dutch 
supervisory authorities

“Het NCSC en de Cbw-toezichthouders hebben kennisgenomen van het kader 
ontwikkeld door ADR en NOREA, dat erop gericht is de sector een framework te 
bieden voor de praktische implementatie van de Cbw, Cbb en sectorspecifieke eisen. 
Hoewel NCSC en de Cbw-toezichthouders niet hebben bijgedragen aan de 
ontwikkeling ervan of een diepgaande beoordeling hebben uitgevoerd, zien ze de 
creatie van dergelijke kaders als een goede invulling op hun eerdere oproepen tot 
sectorbrede samenwerking. Deze samenwerking is cruciaal voor het verbeteren van 
de algehele cyberweerbaarheid van de sector en, waar gewenst, gezamenlijk 
ontwikkelen en bijwerken van standaarden die aan dit doel kunnen bijdragen. NCSC 
en de Cbw-toezichthouders benadrukken dat naleving van de toepasselijke wetten en 
voorschriften de verantwoordelijkheid blijft van elke organisatie. Het kader kan 
organisaties helpen hun aanpak te structureren en te versterken, maar het blijft 
altijd de verantwoordelijkheid van de organisatie zelf om te beoordelen of zij volledig 
voldoen aan de toepasselijke wet- en regelgeving.” 



Key features of the framework

ModularActionable 
controls

Maturity model Management 
dashboard

Mappings

Management 
system



Identificatie van de digitale 
assets die de kroonjuwelen 

ondersteunen

Asset
Inventaris

1

Intermed
iate

Risico
Analyse

Identificatie en classificatie 
van de Risico’s

2

Gap
Analyse

Identificatie van de 
ontbrekende maatregelen

3

Roadmap

Definieren en prioriteiten van 
de verbeteracties

4

Risk perspective

Recommended approach



Scope definition



Actionable controls



Modular 



Management system



Maturity model



Management dashboard



ENISA GUIDANCE – Including ISO27001 mapping

• Specifically for digital infrastructures

• Recommended by ENISA for all NIS2 sectors

• Contains control guidance and example evidence

• Mapping based on the CIR 2024/2690

• Actually, not mappings but relationships 
• ISO27001
• NIST CSF
• CyFun etc.

• Contains relationships to 75% of the ISO27001 
controls



ISO27001 mapping

10

15

1

Full match

partial match

No match

Partial match:
- Logging specific incident information
- Specific BCP items
- Crisis management plan
- Periodic assessment of supplier 
- Specific software lifecycle controls
- Training of boardroom members < 2 years
- Reporting of significant incidents

No match:
- Significant incident reporting timelines
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Refinement, not revolution.

We need more focus and more agility



Presenting: 
Boardroom training guideline



Boardroom training

Control 14.1 | Cbw art. 24.2 & Cbb art. 21, 22, 23:
“Het bestuur van de entiteit is, naar aanleiding van een training, in staat om risico’s voor de beveiliging 
van netwerk- en informatiesystemen te kunnen identificeren en de gevolgen daarvan voor de diensten 
die door de entiteit worden verleend te kunnen beoordelen. Daarnaast zorgt de training dat ieder 
bestuurslid in staat is om risicobeheersmaatregelen op het gebied van cyberbeveiliging en de gevolgen 
daarvan voor de diensten die door de entiteit worden verleend te kunnen beoordelen.” 

Control 14.2 | Cbw art. 24.3, 24.4:
“Ieder lid van het bestuur van een entiteit voldoet binnen twee jaar aan de trainingseisen. Daarnaast 
houdt ieder bestuurslid de kennis aantoonbaar actueel.”

“In organizations that are best in class, you can ask business leaders,
‘What are the most pressing cybersecurity issues?’ And they will be able to name 

the top three because they are working on those issues”

Natalia Oropeza, Global Chief Cybersecurity Officer, Siemens 



Key features

Focus on DORA & 
NIS2

8 actionable 
objectives

NCSC & CSR 
guidelines 
integrated

Statement from 
DNB, AFM, RDI, 

CIO Rijk
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“These knowledge objectives have been prepared by NOREA to provide guidance 
to the industry on practical implementation of boardroom training. DNB, AFM and 
the Cbw-supervisory authorities did not contribute to its development. The 
development of these knowledge objectives is in accordance with previous 
initiatives from DNB, AFM, the Cbw-supervisory authorities and CIO Rijk to work 
together within the sector to increase the overall cyber resilience. DNB, AFM, the 
Cbw-supervisory authorities and CIO Rijk appreciate these sectoral initiatives 
which support overall awareness of cyber resilience.
DNB, AFM, the Cbw-supervisory authorities and CIO Rijk stress that complying 
with applicable laws and regulations is at all times a responsibility of the 
institution. No confidence can be derived from the use of this guidance that 
parties thereby act in accordance with laws and regulations.
” 

Statement from authorities



Take aways

1
Continuous, AI-assisted testing
Annual sample-based testing is no longer 
sufficient. AI agents review contracts and SOC 2 
reports, test key controls continuously and 
quantify sovereignty and concentration risk.

2
Security as a functional 
requirement
Treat security as a product feature, not a 
compliance overlay. Accept planned downtime so 
patches ship faster,  

3
Assume breach, build to break
Adopt zero trust and chaos engineering. Architect 
for fast, frequent rebuild of critical components. 
Recovery time is the metric, not prevention 
alone.

4
Continuous, scenario-driven risk
Risk assessment moves from annual checklist to 
continuous and scenario-led. Controls adjust with 
the threat, not the calendar.

R E T H I N K  C I A

Plan for secrets leaking (C), make identity attributes changeable (I) and design for fast recovery (A) 
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Thank you

Sandeep Panday

Sandeep@brightlyn.nl

https://www.linkedin.com/in/sandeep-panday/

mailto:Sandeep@brightlyn.nl
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